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PREVALENT SECURITY PROBLEMSPREVALENT SECURITY PROBLEMS
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PHISHINGPHISHING
Masquerading as a well-known site such as a bank to obtain a user’s
personal informa�on, typically an account number and access code
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PHISHINGPHISHING
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PHISHINGPHISHING

from his newsle�er to IMADA Employees
— Mar�n Svensson

Beware of fraudulent emails! A number of SDU
email addresses received an email in which our

Pro-Vice Chancellor ostensibly invited staff to join
a conference alert system. This was a phishing
email. According to IT-service, 48 out of the 80

recipients of the email at IMADA on the link and
registered for a profile in the system. It is not

known how many used their SDU password for
this… 
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MISREPRESENTATIONMISREPRESENTATION
Making false or exaggerated claims about goods or services, or

delivering fake or inferior products
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MISREPRESENTATIONMISREPRESENTATION
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SCAMSSCAMS
Various forms of trickery intended to deceive naive users into

inves�ng money or abe�ng a crime
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SCAMSSCAMS
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DENIAL OF SERVICEDENIAL OF SERVICE
Inten�onally blocking a par�cular internet site to prevent or hinder

business ac�vi�es and commerce
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LOSS OF CONTROLLOSS OF CONTROL
An intruder gains control of a user’s computer and uses the

computer to perpetrade a crime

2 . 10



LOSS OF DATALOSS OF DATA
Loss of intellectual property or other valuable proprietary business

informa�on
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LOSS OF DATALOSS OF DATA
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TECHNIQUES USED IN SECURITY ATTACKSTECHNIQUES USED IN SECURITY ATTACKS
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WIRETAPPINGWIRETAPPING
Making a copy of packets as they traverse a network to obtain

informa�on
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REPLAYREPLAY
Sending packets captured from a previous session (e.g. sending a

password packet from a previous login)
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BUFFER OVERFLOWBUFFER OVERFLOW
Sending more data than a receiver expects in order to store values in

variables beyond the buffer
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ADDRESS AND NAME SPOOFINGADDRESS AND NAME SPOOFING
Fake the source IP address in a packet to trick a receiver into

processing the packet
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DOS AND DDOSDOS AND DDOS
Flooding a site with packets to prevent the site from successfully

conduc�ng normal business
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SYN FLOODSYN FLOOD
Sending a stream of random TCP SYN segments to exhaust a

receiver’s set of TCP connec�ons
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PASSWORD BREAKINGPASSWORD BREAKING
Automated systems that guess a password or a decryp�on key or to

gain unauthorized access
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PORT SCANNINGPORT SCANNING
A�emp�ng to connect to each possible protocol port on a host to

find a vulnerability
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PACKET INTERCEPTIONPACKET INTERCEPTION
Removing a packet from the internet which allows subs�tu�on and

man-in-the-middle a�acks
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SECURITY POLICYSECURITY POLICY
Devising a network security policy can be complex because a
ra�onal policy requires an organiza�on to relate network and

computer security to human behavior and to assess the value of
informa�on
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SECURITY POLICYSECURITY POLICY
Data integrity - Is the data that arrives iden�cal to the data sent?

Data availability - Does the data remain accessible for legi�mate
users?

Data Confiden�ality - Is data protected against unauthorized
access?

Privacy - Is the senders' iden�ty revealed?
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TECHNIQUES (1)TECHNIQUES (1)
Technique Purpose

Hashing Data integrity

Encryp�on Privacy

Digital Signatures Message Authen�ca�on

Digital Cer�ficates Sender authen�ca�on
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TECHNIQUES (2)TECHNIQUES (2)
Technique Purpose

Firewalls Site integrity

Intrusion Detec�on Systems Site integrity

Virtual Private Networks (VPN) Data confiden�ality

4 . 4



BEST PRACTICESBEST PRACTICES
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SECURITY PLANNINGSECURITY PLANNING
Security Team/Responsible when planning larger feature

Ensure security features are added to user stories
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DEFENCEDEFENCE
Mul�ple layers are some�mes necessary

Firewalls

Updated OS/Frameworks etc.

Good programming prac�ces

Adds more fric�on for a�ackers
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UPDATE SOFTWAREUPDATE SOFTWARE
Make sure all so�ware, frameworks and technologies are
updated.

Newer versions get the most a�en�on

Patches more o�en in new version


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USE HARD PASSWORDSUSE HARD PASSWORDS
Reset when someone leaves
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INSTALLATIONINSTALLATION
Principle of least privilege

Employee termina�on

Mistakes

Vulnerabili�es

Don’t install redundant so�ware


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SECRETSSECRETS
Never hardcode secrets in source code

Config file

Keep it secure/restrict access

Templa�ng when deploying


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INPUT VALIDATIONINPUT VALIDATION
Never trust user input

Clean up on first entry


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ERROR HANDLINGERROR HANDLING
Don’t show stacktraces etc

Least informa�on disclosure

Make a token and save stacktrace (if needed for debug)


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LOGGINGLOGGING
Important to iden�fy threats

Look for unusual pa�erns in your logs
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QUESTIONSQUESTIONS
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