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the cat hashing idea

LUI >> m

Any fixed hash function
h : U→ Em] is vulnerable

to attack

by an adversary
(can make many

elements hash to same value

solution : Choon the hash function
randomly

and independently of the keys
that we wish

to

hash → Universalhaohius

Result : provably good performance
on average

fo-all-iu.net#



How do we obtain a good hash function ?

Select a random hash function from a car folly designed

class of hash functions

let fl be a finite collection of hash factions

such that h : U → Em]
,
for each HER

Then R is universal if the following
holds :

lethegesermdomlychonn.TK#V-kRGUwithk=ep(hkl=hKD±l
Recall hashing with chaining :

let h : U → Em] and keep to
- each

i c- Em) a Untied list of all
elements ✗c- U

s .
-1 her = i



Theoremll.3cormensopponhisch.nurandomly from a universal
collection fl of hash function , from

U to Em] .

Assume we have und h to hash a set sell

with IS 1=4 using chaining
to resolve collision .

Let T - TED ,
TED

,
.
- Tfm-☐ be the table of

Uhtred list we obtain when
TED is a linked

list

•

Containing thon elements
✗ c- S for which hcxti

Then the following holds

• If k ¢-5
,

then E(nnµ)<_ 1- = "

when Nhan is the length
of Tthlkl]

• If hes
the Ecnncu )) Eat 1

T
O
-

TÑ☒→☐→☐→☐→ . -
→ ☐

m - l
-



Ponti
Note that the expectation is over

the choice of heed

which is independent of the
distribution of the

keys in S

k-tev-k.eeUvdefim ✗ ke = {
1 ifhlkt-he.toit had the )

As His universal plhlk)=hle ) ) Etm

For fixed Kell let Yk =/41€Skid Ihlkl -48111
so Yu is the number of keys in

844 which have the

same hash value as
k and we have

Yn= -2 Xue
etk
ees

Now EW -

- ELE Xue)
eth
les

= I Elxue )
e-thees

⇐ ¥4.ee?m



We saw

Ethel a- ¥.ee/-m
• If k¢s then Nhk, _- Yu and

/ fees /

e-tkll-lsl-ns-ECnnait-ECYDE-21-m-lsl-m-1m-ae-tk.es
• If hes thin nncuj-Y.tl

and Illes /

e-tbll-lsl-l-n-lstlnnad-l-EHuls-1-EI-1-%E1-ae-tk.ee
D.



corolla.mg/l.9-
Using Universal ha ohms

+ chain. ins

starting from an empty
table with in slot,

it takes expected time
0cal to handle

any www.ce
of INSERT ,SEARCH and

DELETE

operations when
0cm ) of them an

INOERT

P We in out 0cm ) elements so Isle
01m )

implying that
a _- % is Oct )

Thus the expected least
of each list in

the table is 04 )
so each operation takes

047 expected time so Olu ) to - all operations



How do we construct a universal class of

hash functions ?

www.lltainnsalacormenoChoon prime pzlul
and assume U c- 491,2, - - p -13

24=30,42 ,
- - p - i } ,

Zp*= Hi i. - p -1)

• p prime =) we
can solve equations modulo p

• p ZIUI
> m so p >

m

•
For a c- Kpi and beXp define

has (b) = ⑥ bit b)modp ) mod m

hab : Ip → Km

• Setffflpm = } has lac-kpi.be Kp \

theorems
The class Rpm is universal
proof onnthd !



Univeroalhaihinsalakkiubers.ae/-ardos-
Identity Universe U with

vector of the

form ( X
, ,
X2 , . . .ir )

for some inks.ur
when

0£ Xi < p for i-4,2 - - r
a Dome

€#- HE 30,14 . - in-11

logzp
bit,

Aooome that n is the size of
the hash table

( 1h Corwin we und
mas the sin of

the table )

and that pzn pclon ton .

Then

ra÷÷=÷÷
let A- 4 la , ,q , . . ,ar ) I ai c- 391,2 ,

-
- p
- I } tie [D)

for a c- A let



hall =/ Éaixilmodp
E- I

R=4halaeA }

Theoreml3.25-flioaunwuoalfanubpwot-letx-cxi.sn,
- -Fr ) and y=(Yik

- - yr )

be distinct elements of
U

.

Need to show that
when a -- Canan . -ar) C- A is

randomly drown ,
then plhalx) -

- haG) I Ept

As ✗=/ y then is a je
Ers such

that

✗jtyj

Consider the following way of choosing
a

random a c- A : o first chooseall a, with i¥j

• then Choon aj



We now prove
that for every choice of the ai

's

with itj ,
the probability that

the final choice

of aj will
result in hacxt-ho.ly ) is exactly f-

a Note that hag = holy)
I _r
Zag ✗ g- = Éaqyqmodp
9--1 9--1

④ Éaq(✗g-yg) = 0 mod p
④

ag-lxq-ygj-ajlxj-yjj-om.cl p
g-+ j

④

2-aqlxq-yg-1-ajlyj-xjlmodpq-tjeaf-terfixins.ae
. for i=j we have

⇐(✗g-yg) = s
m.cl p fo

- some Selo , 1,2. - p -11

g-+ j



Hence hscxi-ho.ly ) if and only if

@ I ajly,- xj )=s modp

as Z=yj -Xj =/ o
since we abound Xjtyj

the equation @ 1 has a unique
solution

9j-s.ly , -×;)
-1
modp * I

aj receives
a
random value in 3011,2 , - - p - 1)

when constructing a_- Cause -ar )

Hence the probability that
☒ holds

Canethentouhaxkha'll 7 is f-
☐


