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The goal of Spec#

» Help us detect bugs.
» Help us prevent bugs.
» Incorporate some of the specifications into the code.



Spec# in general

» An extension of C#.
» Runtime checks of contracts.
» Static verification of contracts.

» None-null types, pre- and post-conditions, invariants,
object ownership...



The project

» Static verification of SelectionSort and almost all af
Quicksort.

» Small examples with the use of object ownership and
states.



Pre- and post-conditions

» Part of the method signature.
» Pre-condition: requires B
» Post-condition: ensures B
static int Incriint i)
reguires i > 42 otherwise ArgumentOutOfRangeException;

ensures result == i + 1;

return i+1;



Assert and assume

» Assert:
Compile time: This should be true, please try to verify it.
Runtime: This must be true, crash if it is not.

» Assume:
Compile time: This is the truth, use it for whatever you
want.
Runtime: This must be true, crash if it is not.



Modifies

» What parts of the heap may be modified by the method.
» Defaultismodifies this.«x
» modifies this.random disables the default.



Loop invariants

foriint 1 = 0; i < nuwbers.Length; i++)
invariant E;

int i1 = 0O;
assert (B):
while (i < nuwbers.Length) {

i++:
assert |B)



Intervals

» (a:b)=ab|
» (a.b) = [a b



Exchange

static void Exchange(int[] ! nuwbers, int a, int b)
regquires 0 <= a && a « numbers.Length;
requires 0 <= b && b < numbers.Length;
fF modifiea[a], modifies[b] makes the translator throw
ff ewception.
modifies numbers[*]:

ensures numbers([a] == oldinubers[b]):

ensures nuwbers[h] == oldinuwbers[a]);

ensures foralli{int k in (O:nuwbers.Length)l, k '=s a, k
nunbers[k] == old(nubers[k] )}

int tewp = nuwbers[al ;
numbers[a] = number=s[h]:
numberz[h] = temp:!

an



SelectionSort

static void SelectionSort (int[]! nwsbers) {
for(int i = 0; i < numbers.Length: i++) {
int bestIndex = i;
foriint 3 = i: j < numbers.Length: j++) {
if (nunbers[j] < nunbers[bestIndex]) {
hestlIndex = j:

H
Exchange (nunbers, i, bestIndex):



SelectionSort

static void SelectionSort(int[]! numbers)
modifies numbers[*]; // #1 we modify wmore than the default set

foriint i = 0; i < numbers.Length; i++] {
int hestIndex = i:
for(int j = i; j < numbers.Length; Jj++) {
if (nwbers[j] < numbers[bestIndex]) |
bestIndex = j;

'
Exchange inumbers, i, bestlndex):



SelectionSort

static void SelectionSortiinc[] ! numbers)
modifies numbers[*]; // #1 we modify more than the default set

for{int i = 0; i < nuwbers.Length; i++) |
int hestcIndex = i;
for{int i = i; j < numbers.Length: 3J++
// #2 prove upper bound so Exchange is happy
invariant bestIndex < nuxbers.Length:

if (mwwbers[j] < numbers[bestIndex]) |
bestIndex = j;

}
Exchange inumbers, i, bestlndex):



SelectionSort

static void SelectionSort (int[]! numbers)
wodifies nuwbers(+]: // #1 we modify wmore than the default set
/¢ #3 introduce post condition
ensures forall{int k in (O:inumbers.Length), int 1 in (kKinumbers.Length);
numbers[k] <= numbers[1]};

for(int i = 0; i < numbers.Length; i++) {
int bestIndex = i;
for{int j = i; j < numbers.Length: J++)
/¢ #z prove upper bound so Exchange is happy
invariant hestIndex < numbers.Length:

if (nunkers[3j] < nunkers[bestIndex]) {
bestIndex = 3i;

H
Exchange (nunkers, i, hestIndex):



SelectionSort

static woid SelectionSort (int[] ! numbers)
modifies nuwbers([*]; // #1 we modify more than the default set
/4 #3 introduce post condition
ensures forall{int k in (O:mmdbers.Length], int 1 in (k:numbers.Length) ;
numbers[k] <= nurbers[1]}:

forfint i = 0; i < mumbers.Length: i++)
4/ #4 use post condition as invariant to prove it
invarisnt forall{imt k in (0:i), int 1 in (k:numbers.Length):
nubers[k] <= numbers[1]};

int bestIndex = i;

forfint j = i; j < mmbers.Length; j++)
// #2z prove upper bound so Exchange is happy
invariant bestIndex < numbers.Length;

if (nunbers[j] < numbers[bestIndex]) {
pestIndex = 3:

H
Exchenge (nurbers, i, hestIndex);



SelectionSort

static woid SelectionSort(int[]! numbers)
modifies numbers[*]; // #1 we modify more than the default set
/4 #3 introduce post condition
ensures forall{int k in [0:mmbers.Length), int 1 in (k:mubers.Length);
numbers[k] <= numbers[1]};

foriint i = 0; i < nunkers.Length; i++)
/¢4 #4 use post condition as invariant to prove it
invariant forall{int k in {(0:i), int 1 in (k:nubers.Length);
numbers (k] <= nwubers[1]}:

int hestIndex = i;
for(int 3 = ir j < nuwbers.Length: j++)
// #2 prove upper bhound so Exchange is happy
invariant hestIndex < nunbers.Length;
// #6h help prove that everything helow i isn't modified
invariant bestIndex >= i:

if (numbers[j] < numbers[bestIndex]) {
bestIndex = j;

H

Exchange (numbers, i, bestIndex);

/¢ #fa another inner "post condition®™

/4 this and #6b proves #5/the outer loop invariant

assert(forall{int k in {(i:numbers.Length); numbers[i] <= numbers[k]});
/¢ #5 set an inner "post condition™ to prove the outer loop invariant
/¢ this is redundant

//assert (forall{int k in {(0..i), int 1 in {k:muders.Length);

/¢ mumbers[k] <= numbers[1]});:



SelectionSort

static void SelectionSort(int[]! numbers)
modifies muders[*]; /7 #1 we modify more than the default sec
/¢ #3 introduce post condition
ensures forall{int k in [0:numbers.Length), int 1 in (k:numbers.Length);
nunbers[k] <= numbers[1l]}:

foriint i = 0; i < numbers.Length; i++)
/¢ #4 use post condition as invariant to prove it
invariant forall{int k in (0:1), int 1 in (k:nunkers.Length):
numbers (k] <= numbers[1]};

int hestIndex = i:
for(int 3 = i; j < nuwkers.Length; j++)
/{ #2 prove upper bound =0 Exchange is happy
invariant bestIndex < nuwbers.Length;
/4 #6b help prove that evervthing below i isn't modified
imvariant bestIndex »>= 1i;
/f #7 help prove #6b
imvariant j »>= i:

if (numbers[j] < numbers[bestIndex]) {
bestIndex = 3;

H

Exchange (numbers, i, bestIndex);

/¢ #6a another inner "post condition”

/¢ this and #6b proves #5/the outer loop invariant

assert(forall{int k in (i:nuwbers.Length); nunbers[i] <= nunbers[k]}):
/¢ #5 set an inner "post condition™ to prove the outer loop invariant
/¢ this iz redundant

/dassert (foralliine k in (0..1), int 1 in (kimuders.Length);

/4 numbers[k] <= numbers[1]});:



SelectionSort

static void SelectionSort(int[] ! nurers)
modifies numbers[*]; // #1 we modify more than the default set
44 #3 introduce post condition
ensures forall{int k in (D:numbers.Length), int 1 in (k:numbers.Length):
numbers[k] <= numbers[1]};

forfint i = 0; i < nuwbers.Length; i++)
/{ #4 use post condition as invariant to prove it
invariant foralliint k in (0:1), int 1 in (k:nurbers.Length):
nunbers[k] <= nunbers[l]};

int bestIndex = ir
for(int 3 = i; j < numbers.Length; j++)
// #2 prove upper bound so Exchange is happy
invariant bestlIndex < numbers.Length:
/4 #6b help prove that everything below i isn't modified
invariant bestIndex »>= 1i;
/¢ #7 help prove #eb
invariant j »= i:
/¢4 #8 use the post condition (#6a) as invariant
/¢ # ZBelectionZort works!
invariant forall{int k in (i:3):
numbers [bestIndex] <= numbers[k]};

if (nurbers[j] < nunkers[hestIndex]) {
hestIndex = j;

i

Exchange (nunbers, i, bestIndex);:

/¢ #6a another inner "post condition™

/¢ this and #6b proves #5/the outer loop invariant

assert (forall{int k in (i:mumbers.Length); numbers[i] <= numbers[k]}):
/{ B5 set an inner "post condition” to prove the outer loop invariant
/¢ this iz redundant

ffassert (forall{int k in [0..i}, int 1 in (k:nuxbers.Length);

/{ numbers[k] <= numbers[1]});



Partition

static int Partition{int[]! numbers, int left, int right] {
f/int pivotValue = mmbers[right]:
int storelndex = left;
for(int i = lefr; 1 < right: i++) {
if (nundbers[i] <= nunbers[rightl) {
Exchange (numbers, i, storelndex):
storelndex++:

}
Exchange (nunbers, storsIndex, right):
return storelndex;



Partition

static int Partition(int[]! numbers, int lefr, int right)
4/ #1 pre conditions and modifies clause
reguires 0 <= left && left < numbers.Length:
requires 0 <= right £& right < numbers.Length;
requires left <= right;
modifies numbers[#];

¢/int pivot¥alue = numbers[right];

int storelndex = lefc;

forfint i = lefr; i < right: i++)
/7 #2z wake the inner Exchange happy
invariant i »= left;
invariant storelndex >= left;
invariant storelndex < i + 1;
// #3 wake the outer Exchange happy
invariant i < numbers.Length;

if (mumbers[i] <= numbers[right]) {
Exchange nunbers, i, storeIndex);
storelndex++:

i
Exchangs [numbers, storelndex, right):
recurn storelndex:



Partition

static int Partition{int[]! nmumbers, int left, int right)
// ¥#1 pre conditions and modifies clause
requires 0 <= left £& left < mumbers.Length:
requires O <= right £& right < numbers.Length:
requires left <= right:
modifies numbers[*]:
4/ #4 lowsr post condition
ensures foralliint k in (left..result): nunbers(k] <= nuwbers[resule]}:

//int pivotValue = nuwbers[right]:

int storelndex = left;

for{int i = left; i < right; i++)
// #2 make the inner Exchange happy
invariant i »= left;
invariant storelndex >= left;
invariant storelndex < i + 17
/4 #3 wake the outer Exchange happy
invariant i < mubers.Length’

{
if (nuwbers[1] <= mumbers[right]) {
Exchange (nunbers, 1, storelndex):
storelndex++;
¥
+

Exchange (mmbers, storelndex, right);:
return storelndex;



Partition

static int Partition(int[]! mumbers, int left, int right)
/¢ #1 pre conditions and modifies clause
requires 0 <= lefr ¢ left < mmbers.Length:
requires 0 <= right && right < numbers.Length;
reguires left <= right;
wodifies nmumbers[+]:
// #4 lower post condition
ensures forall{int k in (left..result); nuwbers([k] <= numbers[result]};

//int pivotWalue = numbers[right];
int storelndex = left;
for{int i = left; i < right; i++)
// #2 make the inner Exchange happy
invariant i >= lefr;
invariant storelndex >= lefc;
invariant storelndex < i + 17
// #3 wake the outer Exchange happy
invariant i < mabers.Length:
// #5a use post condition (#4) as invariant
invariant forall{int k in (left:storeIndex}; numbers[k] <= numbers[right]};

if (nuwbers[i] <= mubers[right]) {
Exchange (nunbers, i, storelndex);
storelndex++;

i

¢/ #5h make sure we dom't wess with the lower parc
assert (storelndex <= right):

Exchangs [mubers, storelndex, right):

return storelIndex;



Partition

static int Partition{int[]! numbers, int left, int right)
/4 #1 pre conditions and modifies clause
requires 0 <= left £¢ left < numbers.Length;
requires 0 <= right & right < mmmbers.Length;
requires left <= right;
modifies numbers([+];
/¢ #4 lower post condition
ensures forall{int k in (left..result]; nubers[k] <= nunbers[result]}:

//int pivotValus = numbers[right]:

int storelndex = left;

for(int i = left; i < right; i++)
/¢ #2 make the inner Exchange happy
invariant i »= left:
invariant storelndex »= left;
invariant storelndex < i + 17
/¢ #3 make the outer Exchange happy
invariant i < numbers.Length;
/¢ #5a use post condivion (#4) as invariant
invariant foralliint k in (left:storelndex); numbers[k] <= numbers[right]}:
// H#e prove #sh
invariant storelndex <= right;

if (numbers[i] <= nunbers[right]) {
Exchange (nunbers, i, storelndex);
storeIndex++;

¥

/¢ #Sh maks surs we don't mess with the lower part
assert (storelndex <= right):

Exchange (nunbers, storsIndex, right):

return storelndex;



Partition

static int Partition{int[]! numbers, int lefr, int right)
/4 #1 pre conditions and modifies clause
requires 0 <= left £€ left < numbers.Length:
requires 0 <= right && right < numpers.Length:
requires left <= right;
modifies numbers[*];
/4 #4 lower post condition
ensures forall{int k in (left..result):; numbers[k] <= nunbers[result]);
/4 #7 upper post condition
ensures foralllint k in (result..right); nuwsbers[result] <= numbers(k]}:

//int pivotValue = mmbers(right]:

int storelndex = left;

for(int i = left; 1 < right; i++)
// #2z make the inner Exchange happy
invariant i »= left;
invariant storelndex »= left;
invariant storelndex < i + 1;
// #3 make the outer Exchange happy
invarisnt i < numbers.Length;
// #5a use post condivion (#4) a5 invariant
invariant forall(int k in (left:storelndex); mmbers[k] <= nunbers[right]}:
/7 #6 prove #5h
invariant storelndex <= right:

if (numbers[i] <= numbers[right]) {
Exchange (musbers, i, storelndex);
storeIndex++;

¥

/4 #5b make sure we don't mess with the lower part
assert (storelndex <= right):

Exchange (muwbers, storelndex, right):

return storelndex;



Partition

static int Partition(int[]! mumbers, int left, int right)
/¢ #1 pre conditions and modifies clause
requires 0 lefr s left < mumbers.Length:
requires 0 <= right && right < nunbers.Lengch:
reguires left <= right;
wodifies nmumbers[+]:
// #4 lower post condition
ensures forall{int k in (left..result); nuwbers(k] <= numbers[result]};
/4 #7 upper post condition
ensures forall{int k in (result..right); numbers[result] <= numbers(k]};

//int pivotWalue = numbers[right];
int storelndex = left:
forfint i = lefr; i < right; i++)
/4 #2 wake the inner Exchangs happy
invariant i >= left;
invariant storelndex »>= lefc;
invariant storelndex < i + 17
// #3 make the outer Exchange happy
invariant i < numbers.Length;
// #5a use post condition (#4) as invariant
invariant forall{int k in (left:storeIndex); numbers(k] <= numbers[right]}:
// #6 prove 5h
invariant storelndex <= right:

if numbers[i] <= mubers[right]) {
Exchange (nunbers, i, storeIndex):
storelndex++;

¥

// #8 Create a better post condition for the loop

assert (forall{int k in (storelndex..right); numbers[right] <= musbers[k]});
/¢ ¥Sh make sure we don't mess with the lower part

assert (storelndex <= right);

Exchange (numbers, storelndex, right):

return storelndex;



Partition

static int Partition{int[]! mumbers, int left, int right)
// ¥1 pre conditions and modifies clause
requires 0 <= left £& left < mumbers.Length:
requires O <= right £& right < numbers.Length:
requires left <= right:
modifies numbers[*]:
4/ #4 lowsr post condition
ensures foralliint k in (left..result): nunbers(k] <= nuwbers[resule]}:
4/ #7 upper post condition
ensures forall{int k in (result..right); nurbers[result] <= nuwbers([k]};

//int pivotWalue = numbers[right];
int storelndex = left;
for{int i = left; i < right; i++)
// #2 make the inner Exchange happy
invariant i >= lefr;
invariant storelndex »>= lefc;
invariant storelndex < i + 17
// #3 wake the outer Exchange happy
invariant i < muwbers.Length;
// #5a use post condition (#4) as invariant
invariant forall{int k in (left:storeIndex); numbers(k] <= numbers[right]};
/4 #6 prove #5h
invariant storelndex <= right;
// #9 use the "post condition” (#8) as invariant
invariant forall{int k in (storelIndex:i}; numbers[right] <= numbers([k]}:

if numbers[i] <= mubers[right]) {
Exchange (nunbers, i, storeIndex):
storelndex++;

¥

// #8 Create a better post condition for the loop

assert (forall{int k in (storelndex..right); numbers[right] <= musbers[k]});
/¢ ¥Sh make sure we don't mess with the lower part

assert (storelndex <= right);

Exchange (numbers, storelndex, right):

return storelndex;



Partition

static int Partition{int[]' numbers, int left, int right)
/4 #1 pre conditions and wodifies clause
requires 0 <= left &£f left < nuxbers.Length:
requires 0 <= right £& right < musbers.Length;
requires left <= right;
modifies numbers(*];
/¢ #4 lower post condition
ensures forall{int k in (left..result); numbers[k] <= mumbers[result]}:
/¢ #7 upper post condition
ensures forall{int k in (result..right); numbers{result] <= numbers[k]}:
/¢ #10 extra post conditions to help QuickSore
ensures 0 <= result £g result < nuxbers.length:
/fensures forall{int k in (D:left]: nunbers[k] == old(mmbkers[k])}:
/iensures forall{int k in (right+l:nmbers.Lengch]; nubers[k] == oldimubers[k])};

/#int pivot¥Value = numbers[right];
int storelndex = left;
for(int i = left; i < right; i++)
/¢ #2 make the inner Exchange happy
invariant i »= left;
invariant storelndex »= left;
invariant storelndex < 1 + 1;
// #3 wake the outer Exchange happy
invariant i < numbers.Length;
// #5a use post condition (#4) as invariant
invariant forallfint k in (left:storelndex); numbers[k] <= numbers[right]};
// He prove #5b
invariant storelndex <= right;
// #9 use the "post condition" (#8) as invariant
invariant forall{int k in (storeIndex:i): numbers[right] <= numbers[k]};

if (numbers[i] <= nunbers(righe]) {
Exchange (nuxbers, i, storelIndex]:
srorelndex++;

H

/¢ #8 Create a better post condition for the loop

assert [forall{int k in (storelndex..right); numbers[right] <= numbers[k]}}:
/¢ #5b make sure we don't mess with the lower part

assert [storelndex <= right);

Exchange (nurbers, storelndex, right);

return storelndex;



QuickSort

static void QuickSert(int[]! numbers, int left, int righe)

A4 #1 pre conditions and modifies clause

requires left »= 0;

requires right < numbers.Length:

modifies numbers[*];:

// #2 lower post condition

ensures forall(int k in (left..right), int 1 in (left..k):
numbers[1] <= numbers(k]}:

/7 #3 upper post condition

ensures forall{int k in (left..right), int 1 in (k..right);
nundiers(k] <= nuwbers[1l]}:

// #1 restrictions on wodify

ensures forall{int k in ([D:left]: mumbers[k] old (nwbers[k])):

ensures forall(int k in [right+l:nunbers.Length); nuxbers[k] old(nubers(k]]}:

if (right <= left) return;

int pivot = Partition(numbers, left, right);

f/assert (forall{int k in {left:pivot); numbers[k] <= numbers[pivot]});
QuickSort (mmbers, left, pivor - 1):

Jfasserti(foralliint k in (left:pivot): nunbers([k] <= nwbers[pivot]}):
/fassertiforalliint k in (left..pivet), int 1 in (k..pivet):

/7 numbers[k] <= nubers[1l]}):

QuickSort [mmbers, pivot + 1, right):

//assertiforalliint k in (left..right], int 1 in (K..right):

/! nunbers(k] <= numbers[1]}};



Ownership

List<int> 1 = new List<int>();
1l.Add(4z);
Ein b = new Bini(l);

1.Add (5]

|The call to Syskem,Collections. Generic,List <int >, Add{ink item] requires target object to be peer consistent|

d

public class Bin {
[Rep] List<int>! eslewents;

public Eini[Captured] List<int>! _elements) {
elements = _elements;



Ownership

public class Bill {
[Rep] private int[]! items
[Rep] private string[]! te

private int nextFree;

items.Length =
0 <= nextFrees €g nextfree < items.Length:
forall{int i in
forall{int i in
public int total;

invariant
invariant
invariant
invariant

invariamt total

public Bill(] {
new int[64];
new string[64]:

items
texts
total

public void Add(string!

a;

sum{int i in

requires amount > 0;

if (nextFree

string[] !

int[]!

Text,

xta;

rexts. Lengthr

(

items.Length - 1)
temph = nev string[texts.Length * 2];

expose [this) {
CopyToitempd, 0O);:
CopyToitempE, 0O):

H

texts.
items.

texts
items

expose (this)

texts[nextFree]
items[nextFree]

nextFreet+;
total +=

temph:
temph:

amount ;

text;
amount;

extFres)
(0:nextFree)

(0:nextFree) ;

1

itens[i]
texts[i]

int swount)

tempB = nev int[items.Length * 2]:

> 0r:

nully:

items[i]};



Ownership

pubilic olass Car |

[Peer] bool[] locks:
[Rep] kbool[] morelLocks:

[Captured]

public Car (bool[]! initialLocks) {
Owner . hssignS3ame (this, initiallocks):
locks = initialLocks:

public Car{int &, [Captured] khool[] ! initislLocks)
morelocks = initiallocks:

i



